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Cryptography: Information
confidentiality, integrity, authenticity,
person identification

Symmetric cryptography

Symmetric encryption
H-functions, Message digest
HMAC H-Message Authentication
Code

Asymmetric cryptography

Asymmetric encryption

E-signature - Public Key Infrastructure - PKI
Data authenticity

Person identification

E-money, Crypto currencies

E-voting

Digital Rights Management - DRM

Etc.

Symmetric encryption
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Same key is used 1o encrypt
and decrypt message

Vernam cipher (1917) - One Time Pad
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Logical operations



Darts: if arrow hits A, then the score is equal to 1.
Othewise is equal to 0.
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But nevertheless, the reader confusing implication and equivalence operations (functions) can
accept the following proposition as valid:
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if talker has a head and donkey has a head, then talker is a donkey.

To accept this proposition as valid means that thinker confuses notions of implication and
equivalence. If reader is afraid to make such a mistake, we recommend to read about that in any
external source.

>>m=77000
m = 77000
>> mb=dec2bin(m)

mb = 10010110011001000  1h&ss 44 w1 wng{éf@[ 1 bis @ (| = 77 b
Block ciphers

Vernam cipher (1917) - One Time Pad

Plaintext Key Ciphertext
- - p = 71000

H + A — K b = qec bin (p)
3 E - : kK = ez (Wﬂﬂﬁﬂ/

T kb = dor2bivi (1)

XOR b= gfma}ﬁg%ﬂf’(/ﬂ)/kb)
71 3.« Briwice X OB p/zezzaﬁm:
Bit strings: p, k pb = 4010
c=pDk f ¢ - p=cOk

kb= o110

Properties: 17 i5 & W@Zé&féf seatre ciphet i cb = 1400
1) |p| =|k|

2)Key k must be used once.
3.)The bits of k must be uniformly distributed.

AES: Advanced Encryption Standard (2000)
Electronic Codebook Mode (ECB) mode

The plain text is divided into the blocks, each of The ciphertext is again divided into blocks, each

N-bit. Each block is encrypted one at a time to of N-bit and each block is decrypted

produce the cipher block. independently one at a time with the same key
to obtain the corresponding plain text block.
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Ke Ke
—%~ Encryption —[&L‘ Encryption " Encryption
Original image Encrypted using ECB mode Modes other than ECB result in

pseudo-randomness

(a) plaintext (b) plaintext enerypted in ECB mode
using AES

AES - 128, 192, 256 Block cipher --> Encryption --> Decryption f é{//za’ 792 255} bit.
[Pl = i AES—128 bit == |R | =128 bit, where i=12,--,n.
The camre /4@3/ b cant be WMMKZZ/?/( *ﬁméé)z.f 2 Yiymes.

d\/a/mcgd FMQIM//'VZ&/OM §Wp/mjw/ n 2000

ey Leagih 128, 192, 254, 4its Leda2zb, 1926 ,256b
DM;, +o Ka mon/fé ;. Mmescage W)

[ Br [ 82 | 83 |---- L En |

b 11, Woclt Bl shoudd be |B| = 128 44
%/ IZ% g 192 §.1s
6] = & 256 bils

Enc AES (k,81) = 4
EncAE S (k, B2) =2

Enc AES(Ly Bu) = Cp
tMaAzbS(&}/}’)>: - - 4%4}?5(@&):%

m = 841182
c =dullc2f -1
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kVIL/ﬂJ//KV\ﬁ '/1/—/ S ————————c A AL B

% AES128()

%in - text/ciphertext >> U = rapd( (2422) 27
%key - shared secret key )

%Nr - number of rounds >> U = rawdl (222)
%EnDec - letter which determines either encryption or - - = =
decryption

%% 'e' for encryption 'd' for decryption

%Example:

%key = '000102030405060708090a0b0c0d0e0f";

%P ='00112233445566778899aabbccddeeff';

%Nr =10;

%C = AES128(in,key,Nr,'e')

%>>C = 69c4e0d86a7b0430d8cdb78070b4c55a

9%AES128(C,key,Nr,'d")

%>>'00112233445566778899aabbccddeeff’

P— plaintexicrt in hexadesimaz? ,
o — e Cengls iu 128 bils in hexadecemgl

Ny — the vuatbet of rawpds N = 10

"¢’ —Jor everyption

4’ — o gfﬂry/y{t‘a/}
Modbes y/ 6%4}’7/%[0%% $(CBC — ciphar bock baipr rmode
For §iles eucr, { 0F8 — oulped c/gg//ggl mod?
For hayd deive evctr, —= CTR — lopler Mode

>> C = AES128(P,key,Nr,'e')

(o= AES-128- CBC (l\/, P, ly’e?) IV - Initiation Vector
Cog ~AES128—0FB ( —uv— )
C,., =AES-128-cTK (  — 01—

http://crypto.fmf.ktu.lt/xdownload/
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Stream ciphers

Stream Ciphers

Seed key

Plaintext bits (P)
EEEEEEE

OO0O000oo

| Keystream bits (K)
RCEEDS

e To encrypt plaintext stream
- A random set of bits is generated from a seed key, called
keystream which is as long as the message

— Keystream bits are added modulo 2 to plaintext to form the
ciphertext stream

® To decrypt ciphertext stream

- wse the same seed key to generate the same keystream used in
encryption

= Add the keystream modulo 2 to the ciphertext to retrieve the

plaintext

Encryption

- ie.C=PO@K=COK=(PBK)®@K=P

Content Provider

Small
random key

!

Stream cipher

'

Keystream

(pseudo-random string)

Ciphertext

Customer

Small

Ciphertext bits(C)

random key

!

Stream cipher

!

Keystream

(pseudo-random string)

;

Plaintext

Plaintext l
10,
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ol Stream cipher diagram
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(key stream generator)
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Pscudorandom byte
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(hey stream generator)

k

o Plaintext

byte stream O/

M ENCRYPTION

Vernam cipher

>>m=77000
m = 77000

>> mb=dec2bin(m)
mb =10010110011001000

“byte stream
C

At+)

DECRYPTION

“byte stream
M



Symmetric encryption

= block cipher is one in which a block of

plaintext is treated as a whole and used to
produce a cipher text block of equal length.
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Matet 84 Rartext B/ rantext 1)
COTIITIITIT oIy - - - [Tl
Indtialication Veclor [hl
M) —-
) blsck cipher block ophor ) block cpner
Ky '| enoryption | Ky '| encryption | Ky — enoCryption
LTI I NEN—— SRR SRR
Ciphertext £ { Ciphertext ¢ 2- Ciphertext C 3

Ciphar Black Chaining (CBEC) made encryplion

AES - 128 - cBC

Covlent Frovider CusTove
Small ﬁc Small &
random key random key

l | (2| =128 bits l
Stream cipher Stream cipher

' '

Keystream <= > Keystream
(pseudo-random string) (pseudo-random string)

Plaintext ¢ i
{0 O

Plaintext
»

Ciphertext
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* A stream cipher is one that encrypts a digital
data stream one bit or one byte at a time.
Examples of classical stream ciphers are the
auto keyed Vigenere cipher and the Vernam
cipher.



